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DETAILED ACTION 

1. Claims 1-50 have been examined and is rejected under 35 U.S.C. 103(a). 

Claim Rejections - 35 USC §103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or 
described as set forth in section 102 of this title, if the differences between the subject 
matter sought to be patented and the prior art are such that the subject matter as a whole 
would have been obvious at the time the invention was made to a person having ordinary 
skill in the art to which said subject matter pertains. Patentability shall not be negatived by 
the manner in which the invention was made. 

2. Claims 1-50 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over GINTER, Et Al. (US 5,910,987). 

As per claim 1: 

Ginter, et al. disclose an apparatus for producing a new ((n)th) black box 
for a digital rights management (DRM) system, the (n)th black box for being 
installed in the DRM system and for performing decryption and encryption 
functions in the DRM system, the (n)th black box being produced and delivered 
to the DRM system upon request therefrom and including a new ((n)th) 
executable and a new ((n)th) key file, the (n)th key file having a new ((n)th) set 
of black box keys and a number of old sets of black box keys, the request 
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including an old ((n-l)th) key file having the old sets of black box keys, the 
apparatus comprising: [COL. 12, lines 34] 

a code optimizer/ randomizer receiving a master executable and 
randomized optimization parameters as inputs and producing the (n)the 
executable as an output; [COL. 117, lines 56-62; COL. 118, lines 33-35; and 
COL.204, lines 1-10] 

and a key manager receiving the (n-l)th key file and the (n)th set of black 
box keys as input [COL.12, lines 7-15 and COL. 118, lines 33-35], extracting the 
old sets of black box keys from the (n-l)th key file [COL.191, lines 18-66], and 
producing the (n)th key file including the (n)th set of black box keys and the old 
sets of black box keys as an output; [COL. 117, lines 64-67 and 118, lines 35-44] 

wherein the (n)th executable and the (n)th key file are to be forwarded to 
the requesting DRM system. [COL. 66, lines 46-64] 

[Ginter discloses the memory being updateable and Manager 558 making 
new keys wherein includes key convolution which is a process that acts 
on a key and some set of input parameters to yield a new key (col. 118, line 
37-65). However, Ginter fails to explicitly discuss , the process of 
ext^^ It is obvious include in the updating process to 

include the new set of keys to put in place of the old keys after the old 
keys have been referenced to and verified. Thus, it is obvious for a person 
of ordinary skill in the art at the time of the invention for Ginter to 
include the extraction of the old keys from the key file by being able to 
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retrieve specific keys and that it is obvious to have the old keys for 
verification and referencing purposes in order to produce a new set of 
black box keys.] 

As per claim 2: 

Ginter discusses the apparatus of claim 1 wherein the key manager produces 
the (n)th key file encrypted according to a secret, the apparatus further 
comprising an injector receiving the (n)th executable from the code 
optimizer/ randomizer as an input [COL. 118, lines 33-35], injecting the secret 
into the (n)th executable in a pre-determined location, and producing the 
injected (n)th executable as an output [COL.118, lines 35-40], wherein the 
injected (n)th executable and the encrypted (n)th key file are to be forwarded to 
the requesting DRM system. [COL.61, lines 23-43 and COL.66, lines 15-64] 
As per claim 3: 

Ginter discusses the apparatus of claim 2 wherein the key manager produces 
the (n)th key file encrypted according to a symmetric key, the apparatus 
comprising an injector receiving the (n)th executable from the code optimizer 
/randomizer as an input, injecting the symmetric key into the (n)th executable 
in a pre-determined location [COL.65, lines 22-37 and COL.68, lines 50-63], and 
producing the injected (n)th executable as an output, wherein the injected (n)th 
executable and the encrypted (n)th key file are to be forwarded to the 
requesting DRM system. [COL.61, lines 23-43 and COL.66, lines 15-64] 
As per claim 4: 
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Ginter discusses the apparatus of claim 2 wherein the (n)th set of black box 
keys includes a public - private key pair, and wherein the key manager 
produces the (n)th key file encrypted according to the private key, the 
apparatus comprising an injector receiving the (n)th executable from the code 
optimizer/ randomizer as an input, injecting the private key into the (n)th 
executable in a pre-determined location [COL.65, lines 22-37 and COL.68, 
lines 50-63], and producing the injected (n)th executable as an output, 
wherein the injected (n)th executable and the encrypted (n)th key file are to be 
forwarded to the requesting DRM system. [COL.61, lines 23-43 and COL.66, 
lines 15-64] 
As per claim 5: 

Ginter discusses the apparatus of claim 2 wherein the injector injects the 
secret into the (n)th executable in the pre-determined location such that the 
secret is hidden except to the (n)th executable. [COL.67, lines 45-57 and 
COL.68, lines 50-63] 
As per claim 6: 

^^^rei^S^^n^^^^®^TOraff^2 w w^^i^WI^M^§tl^^^iH^re^ 
a 1 computing device has~a hardware ID (HWID) associated therewith, wherein 
the HWID is included in and obtained from the (n-I)th key file, and wherein the 
injector injects the obtained HWID into the (n)th executable in a 
pre-determined location. [COL.200, lines 58-63 and COL.203, lines 57-65] 
As per claim 7: 
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Ginter discusses the apparatus of claim 2 wherein the code randomizer 
produces a help file as an output, the help file specifying how the secret is to be 
injected into the (n)th executable by the injector, and wherein the injector 
receives the help file as an input and injects the secret into the (n)th executable 
according to the help file. [COL.75, lines 16-27 and COL. 117, lines 55-62] 
As per claim 8: 

Ginter discusses the apparatus of claim 7 wherein the code randomizer 
produces the help file as an embedded portion of the (n) executable. [COL.75, 
lines 16-27 and COL. 117, lines 55-62] 

As per claim 9: 

The apparatus of claim 1 further comprising a signature generator receiving 
the (n)th executable as an input, generating a digital signature for the (n)th 
executable, coupling the generated digital signature to the (n)th executable, 
and producing the coupled (n)th executable and digital signature as an output, 
wherein the coupled (n)th executable and digital signature and the encrypted 
(n)th key file are to be forwarded to the requesting DRM system. 
[COL.137, lines 38-45 and COL.139, lines 13-17] 

As per claim 10: " ' ^~ ~ ~~~ ~ ~~ 

Ginter discloses a method for producing a new ((n)th) black box for a 
digital rights management (DRM) system, the (n)th black box for being installed 
in the DRM system and for performing decryption and encryption functions in 
the DRM system, the (n)th black box being produced and delivered to the DRM 
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system upon request therefrom and including a new ((n)th) executable and a 
new ((n)th) key file, the (n)th key file having a new ((n)th) set of black box keys 
and a number of old sets of black box keys, the request including an old 
((n-I)th) key file having the old sets of black box keys, the method comprising: 
[COL.6-COL.14] 

receiving a master executable and randomized optimization parameters; 
[COL.66, lines 15-32 and COL, 117, lines 56-62] 

producing the (n)th executable based on the received master executable 
and the received randomized optimization parameters and based on a code 
optimization/ randomization technique; [COL. 118, lines 33-35 and COL.204, 
lines 1-10] 

receiving the (n-l)th key file and the (n)th set of black box keys; [COL. 12, 
lines 7-15] 

extracting the old sets of black box keys from the (n-l)th key file; 
[COL.191, lines 18-66] 

producing the (n)th key file including the (n)th set of black box keys and 
^the^Qld^ 

black box, key s Jrom. the„ (n- 1) th key file and the received (n)th set of black box 
keys; and [COL. 117, lines 64-67 and 118, lines 35-44] 

forwarding the produced (n)th executable and the produced (n)th 
key file to the requesting DRM system. [COL.66, lines 46-64] 
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[Ginter discloses the memory being updateable and Manager 558 making new 
keys wherein includes key convolution which is a process that acts on a key 
and some set of input parameters to yield a new key (col. 118, line 37-65). 
However, Ginter fails to explicitly discuss the process of extracting old 
keys. It is obvious include in the updating process to include the new set 
of keys to put in place of the old keys after the old keys have been 
referenced to and verified. Thus, it is obvious for a person of ordinary 
skill in the art at the time of the invention for Ginter to include the 
extraction of the old keys from the key file by being able to retrieve 
specific keys and that it is obvious to have the old keys for verification 
and referencing purposes in order to produce a new set of black box keys.] 
As per claim 1 1 : 

The method of claim 10 wherein the old sets of keys in the (n-l)th key file are 
encrypted according to a secret of an (n-1 )th executable, and wherein 
extracting the old sets of keys comprises obtaining the secret of the (n-l)th 
executable and applying the secret to the encrypted old sets of keys in the 
(n-l)th key file. [COL. 191, lines 18-66] - ^ - 

As per claim 12: 

Ginter discusses the method of claim 11 wherein the request includes the 
(n-l)th executable, wherein the secret is embedded in the (n-l)th executable, 
and wherein obtaining the secret of the (n-l)th executable comprises extracting 
the secret from the (nl)th executable. [COL.191, lines 18-66] 
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As per claim 13: 

Ginter discusses the method of claim 1 1 wherein the secret is maintained in a 
database, and wherein extracting, the old sets of keys comprises obtaining the 
secret from the database. [COL.68, lines 50-63 and COL.117, lines 64-67] 
As per claim 14: 

Ginter discusses the method of claim 1 1 wherein the secret is included in the 
(n-l)th key file, and wherein extracting the old sets of keys comprises obtaining 
the secret from the (n-l)th key file. [COL. 191, lines 18-66] 
As per claim 15: 

The method of claim 14 wherein the secret is included in the (n-l)th key file 
encrypted according to a super secret (SUPER(secret)), and wherein extracting 
the old sets of keys comprises obtaining (SUPER(secret)) from the (n-l)th key 
file, obtaining the super secret, and applying the super secret to 
(SUPER(secret)) to obtain the secret. [COL.191, lines 18-66; Ginter fails to 
explicitly discuss the extracting of the old keys. Ginter obviously include 
extracting the old keys from the key file by being able to retrieve specific 
keys and that it is obvious 'to ' frave"'~W verification land 

referencing purposes in order to produce a new set of black box keys. 
Thus, it is obvious in the updating process to include the new set of keys 
to put in place of the old keys after the old keys have been referenced to 
and verified.] 
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As per claim 16: 

Ginter discusses the method of claim 10 wherein producing the (n)th key file 
includes encrypting the (n)th set of black box keys and the old sets of black box 
keys according to a secret. [COL. 118, lines 30-65 and COL. 191, lines 18-66] 

As per claim 17: 

The method of claim 16 wherein producing the (n)th key file includes 
encrypting the (n)th set of black box keys and the old sets of black box keys 
according to a secret derived from the (n)th set of black box keys. [COL. 11 8, 
lines 30-65 and COL. 191, lines 18-66] 
As per claim 18: 

Ginter discusses the method of claim 16 wherein producing the (n)th 
executable comprises embedding the secret therein. [COL.35, line 57 - COL.36, 
line 36 and COL. 192, lines 7-32] 

As per claim 19: 

Ginter discusses the method of claim 16 further comprising maintaining the 
secret in a database. [COL.68, lines 50-63 and COL. 117, lines 64-67] 
"As per claim 2U: - - 

The method of~claim 16 wherein producing the (ri)th key file further includes ~ 
placing the secret in the (n)th key file. [COL.35, line 57 - COL.36, line 36 and 
COL.67, lines 45-45] 
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As per claim 21: 

Ginter discusses the method of claim 20 wherein producing the (n)th key file 
further includes encrypting the secret according to a super secret 
(SUPER(secret))and placing (SUPER(secret)) in the (n)th key file. [COL.191, lines 
18-66; Ginter fails to explicitly discuss the extraction process. However, 
Ginter obviously include extracting the old keys from the key file by being 
able to retrieve specific keys and that it is obvious to have the old keys 
for verification and referencing purposes in order to produce a new set of 
black box keys. Thus, it is obvious in the updating process to include the 
new set of keys to put in place of the old keys after the old keys have 
been referenced to and verified.] 
As per claim 22: 

Ginter discusses the method of claim 10 wherein the DRM system resides on a 
computing device having a hardware ID (HWID) associated therewith, wherein 
the (n-l)th key file further has the HWID therein, wherein the method further 
comprises extracting the HWID from the (n-l)th key file, and wherein 
producing the (njth key file comprises insefting the extracted HWID into the 
"(n)th key file. ~ " " ^ ^ " " ~ " 

[COL.35, line 57 - COL.36, line 36 and COL.203, lines 57-65] 
As per claim 23: 

Ginter discusses the method of claim 10 wherein producing the (n)th 
executable comprises producing the (n)th executable with space reserved 
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therein for additional information. [COL.75, lines 16-27 and COL, 117, lines 55- 
62] 

As per claim 24: 

Ginter discusses the method of claim 23 wherein producing the (n)th 
executable comprises producing the (n)th executable with space reserved 
therein for additional information to be injected by an injector. [COL.35, line 57 
- COL.36, line 36 and COL.75, lines 16-27] 

As per claim 25: 

Ginter discusses the method of claim 23 wherein the DRM system resides on a 
computing device having a hardware ID (HWID) associated therewith, wherein 
the (n-I)th key file further has the HWID therein, wherein the method further 
comprises extracting the HWID from the (n-l)th key File, and wherein 
producing the (n)th executable comprises injecting the extracted HWID into at 
least a portion of the reserved space. [COL. 35, line 57 - COL.36, line 36 

and COL.200, lines 58-63 and COL. 203, lines 57-65] 
As per claim 26: 
-®inter=discusses^to 

includes encrypting the (n)th set of black box keys and the old sets of black box 
keys according to a secret, and wherein producing the (n)th executable 
comprises injecting the secret into at least a portion of the reserved space. 
[COL.35, line 57 - COL.36, line 36 and COL.203, lines 57-65] 
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As per claim 27: 

Ginter discusses the method of claim 26 wherein producing the (n)th key file 
includes encrypting the (n)th set of black box keys and the old sets of black box 
keys according to a secret, and wherein producing the (n)th executable 
comprises injecting the secret into at least a portion of the reserved space in a 
manner hidden except to the (n)th executable. [COL.3S, line 57 - COL. 36, line 
36; COL.67, lines 44-46 and COL.68, lines 50-63] 
As per claim 28: 

Ginter discusses the method of claim 10 wherein the DRM system resides on a 
computing device having a hardware ID (HWID) associated therewith, wherein 
the (n-I)th key file further has the HWID therein, wherein the method further 
comprises extracting the HWID from the (n-1 )th key file, and wherein 
producing the (n)th executable comprises producing the (n)th executable based 
at least in part on the extracted HWID and based on a code 
optimization/ randomization technique. [COL.35, line 57 - COL.36, line 36 and 
COL.203, lines 57-65] 

5^per^lSOT2f91^ - — ,- - - - ~ ^ 

Ginter discloses the method of claim~ 10 comprising: " . _ - _ _ _ 

receiving, at a code optimizer/ randomizer, a master executable and 
randomized optimization parameters as inputs; [COL.66, lines 15-32 and 
COL.117, lines 56-62 and COL.204, lines 1-10] 
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producing; at the code optimizer/ randomizer, the (n)th executable as an 
output based on the inputs thereto; receiving, at a key manager, the (n-l)th 
key file and the (n)th set of black box keys as inputs; [COL. 12, lines 7-15 and 
COL, 118, lines 33-35] 

extracting, at the key manager, the old sets of black box keys from the 
(n-l)th key file; producing; [COL.191, lines 18-66] 

at the key manager, the (n)th key file including the (n)th set of black box 
keys and the old sets of black box keys as an output [COL, 117, lines 64-67 and 
118, lines 35-44] based on the inputs thereto; and forwarding the produced 
(n)th executable and the produced (n)th key file to the requesting DRM system. 
[COL.66, lines 46-64] 
As per claim 30: 

Ginter discloses the method for producing a new ((n)th) black box for a 
digital rights management (DRM) system, the (n)th black box for being installed 
in the DRM system and for performing decryption and encryption functions in 
the DRM system, the (n)th black box being produced and delivered to the DRM 
system upon request therefrom and~inciuding a new ((h) tH] executabl^^tKS 
method comprising: ~ — •- 

receiving a master executable and randomized optimization parameters; 
producing, the (n)th executable based on the received master executable and 
the received randomized optimization parameters and based on a code 
optimization/ randomization technique; and [COL.204, lines 1-10] 
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forwarding the produced (n)th executable to the requesting DRM system. 
[COL.66, lines 46-64] 

[Ginter discloses the memory being updateable and Manager 558 making 
new keys wherein includes key convolution which is a process that acts 
on a key and some set of input parameters to yield a new key (col. 118, 
line 37-65). However, Ginter fails to explicitly discuss the process of 
extracting old keys. It is obvious include in the updating process to 
include the new set of keys to put in place of the old keys after the old 
keys have been referenced to and verified. Thus, it is obvious for a person 
of ordinary skill in the art at the time of the invention for Ginter to 
include the extraction of the old keys from the key file by being able to 
retrieve specific keys and that it is obvious to have the old keys for 
verification and referencing purposes in order to produce a new set of 
black box keys.] 
As per claim 31: 

Ginter discusses the method of claim 30 wherein producing the (n)th 
executable comprises producing the (ri)th executable 1 with space reserved^ 
therein" for additfe [COL.75, lines 16-27 and COL. 1 17, lines 55- 

62] 

As per claim 32: 

Ginter discusses the method of claim 31 wherein producing the (n)th 
executable comprises producing the (n)th executable with space reserved 
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therein for additional information to be injected by an injector. [COL.35, line 57 
- COL. 36, line 36 and COL.75, lines 16-27] 

As per claim 33: 

Ginter discusses the method of claim 3 1 wherein the DRM system resides on a 
computing device having a hardware ID (HWID) associated therewith, wherein 
the request from the DRM system includes the HWID, and wherein producing 
the (n)th executable comprises injecting the included HWID into at least a 
portion of the reserved space. [COL.35, line 57 - COL.36, line 36 and COL.200, 
lines 58-63 and COL.203, lines 57-65] 
As per claim 34: 

Ginter discusses the method of claim 31 wherein the (n)th black box further 
includes a new ((n)th) key file, the (n)th key file having a new ((n)th) set of black 
box keys and a number of old sets of black box keys, wherein the (n)th key file 
is produced to include the (n)th set of black box keys and the old sets of black 
box keys encrypted according to a secret, and wherein producing the (n)th 
executable comprises injecting the secret into at least a portion of the reserved 

Space. " ' - - — ~ - - -; ~ 

[COL.35, line 57- COL.36, line 36; COL.67, lines 44-46 and COL.68, lines 50-63] 

As per claim 35: 

Ginter discusses the method of claim 34 wherein producing the (n)th 
executable comprises injecting the secret into at least a portion of the reserved 
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space in a manner hidden except to the (n)th executable. [COL.67, lines 45-57 
and COL.68, lines 50-63] 

As per claim 36: 

Ginter discusses the method of claim 30 wherein the DRM system resides on a 
computing device having a hardware ID (HWID) associated therewith, wherein 
the request from the DRM system includes the HWID, and wherein producing 
the (n)th executable comprises producing the (n)th executable based at least in 
part on the included HWID and based on a code optimization randomization 
technique. 

[COL.203, lines 57-65] 

As per claim 37: 

Ginter discusses the method of claim 30 comprising: 

receiving, at a code optimizer/ randomizer, a master executable and 
randomized optimization parameters as inputs; and producing, at the code 
optimizer/ randomizer, the (n)th executable as an output based on the inputs 
thereto. [COL.117, lines 64-67 and 118, lines 35-65] 

As per claim 3b: ~ ~ ^ 

Ginter discusses the method for producing a new ((n)th) black box for a digital 
rights management (DRM) system, the (n)th black box for being installed in the 
DRM system and for performing decryption and encryption functions in the 
DRM system, the (n)th black box being produced and delivered to the DRM 
system upon request therefrom and including a new ((n)th) key file, the (n)th 
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key file having a new ((n)th) set of black box keys and a number of old sets of 
black box keys, the request including an old ((n-l)th) key file having the old 
sets of black box keys, the method comprising: 

receiving the (n-l)th key file and the (n)th set of black box keys; [COL.66, 
lines 15-32 and COL.117, lines 56-62 and COL.204, lines 1-10] 

extracting the old sets of black box keys from the (n-l)th key file; and 
[COL. 191, lines 18-66] 

producing the (n)th key file including the (n)th set of black box keys and 
the old sets of black box keys as an output based on the extracted old sets of 
black box keys from the (n-l)th key file and the received (n)th set of black box 
keys [COL.117, lines 64-67 and COL.203, lines 57-65]; and forwarding the 
produced (n)th key file to the requesting DRM system [COL.66, lines 46-64]. 
[Ginter discloses the memory being updateable and Manager 558 making 
new keys wherein includes key convolution which is a process that acts 
on a key and some set of input parameters to yield a new key (col. 118, 
line 37-65). However, Ginter fails to explicitly discuss the process of 
extracting old keys. It is obvious include in the updating process to 
include the new set of keys to put in place of the old keys after the old 
keys have been referenced to and verified. Thus, it is obvious for a person 
of ordinary skill in the art at the time of the invention for Ginter to 
include the extraction of the old keys from the key file by being able to 
retrieve specific keys and that it is obvious to have the old keys for 
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verification and referencing purposes in order to produce a new set of 
black box keys.] [COL. 117, lines 64-67 and 118, lines 35-44] [COL.204, lines 1- 
10] 

As per claim 39: 

Ginter discusses the method of claim 38 wherein the old sets of keys in the 
(n-l)th key file are encrypted according to a secret of an (n-l)th executable, and 
wherein extracting the old sets of keys comprises obtaining the secret of the 
(n-l)th executable and applying the secret to the encrypted old sets of keys in 
the (n-l)th key file. [COL.191, lines 18-66] 
As per claim 40: 

Ginter discusses the method of claim 39 wherein the (n)th black box further 
includes a new ((n)th) executable, wherein the request includes the (n-1 )th 
executable, wherein the secret is embedded in the (n-l)th executable, and 
wherein obtaining the secret of the (n-l)th executable comprises extracting the 
secret from the (n-l)th executable. [COL.191, lines 18-66] 
As per claim 4 1 : 

"Ginter discusses the method bl claim 39 wherein the secret is maintained in a 
datdbaser extracting the old sets of keys comprises dbtainifig the 

secret from the database. [COL.68, lines 50-63 and COL. 117, lines 64-67] 

As per claim 42: 
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The method of claim 39 wherein the secret is included in the (n-l)th key file, 
and wherein extracting the old sets of keys comprises obtaining the secret from 
the (n-l)th key file. [COL.191, lines 18-66] 
As per claim 43: 

Ginter discusses the method of claim 40 wherein the secret is included in the 
(n-l)th key file encrypted according to a. super secret (SUPER(secret)), and 
wherein extracting the old sets of keys comprises obtaining (SUPER(secret)) 
from the (n-l)th key file, obtaining the super secret, and applying the super 
secret to (SUPER(secret)) to obtain the secret. [COL.191, lines 18-66] 
As per claim 44: 

Ginter discusses the method of claim 38 wherein producing the (n)th key file 
includes encrypting the (n)th set of black box keys and the old sets of black box 
keys according to a secret. [COL.67, lines 45-47 and COL.191, lines 18-66] 

As per claim 45: 

Ginter discusses the method of claim 44 wherein producing the (n)th key file 
includes encrypting the (n)th set of black box keys and the old sets of black box 
keys according to a secret derived from the (n) th se t of black box keys . [COL.67, 
lines 45 47 and COL* 191 , lines 18-66] 

As per claim 46: 

Ginter discusses the method of claim 44 further comprising maintaining the 
secret in a database. [COL.68, lines 50-63 and COL. 117, lines 64-67] 

As per claim 47: 
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Ginter discusses the method of claim 44 wherein producing the (n)th key file 
further includes placing the secret in the (n)th key file. [COL.35, line 57 - 
COL.36, line 36 and COL.67, lines 45-45] 

As per claim 48: 

Ginter discusses the method of claim 47 wherein producing the (n)th key file 
further includes encrypting the secret according to a super secret 
(SUPER(secret))and placing (SUPER(secret)) in the (n)th key file. [COL.67, lines 
45-47 and COL. 191, lines 18-66] 

As per claim 49: 

Ginter discusses the method of claim 38 wherein the DRM system resides on a 
computing device having a hardware ID (HWID) associated therewith, wherein 
the (n-l)th key file further has the HWID therein, wherein the method further 
comprises extracting the HWID from the (n-l)th key file, and wherein 
producing the (n)th key file comprises inserting the extracted HWID into the 
(n)th key file. 

[COL.203, lines 57-65 and COL.191, lines 18-66] 

"As per claim 50: ----- • ^.-r,^^^--^ — 

Ginter discloses the method of claim 38 comprising: - - ~ - - - 1 

receiving, at a key manager, the (n-1 )th key file and the (n)th set of black 
box keys as inputs; [COL.117, lines 64-67 and COL. 118, lines 33-35] 

extracting, at the key manager, the old sets of black box keys from the 
(n-l)th key file; and [COL.191, lines 18-66; Ginter fails to explicitly 
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discuss the extraction process. However, Ginter obviously include 
extracting the old keys from the key file by being able to retrieve specific 
keys and that it is obvious to have the old keys for verification and 
referencing purposes in order to produce a new set of black box keys. 
Thus, it is obvious in the updating process to include the new set of keys 
to put in place of the old keys after the old keys have been referenced to 
and verified.] 

producing, at the key manager, the (n)th key file including the (n)th set of 
black box keys and the old sets of black box keys as an output based on the 
inputs thereto. [COL. 11 8, lines 35-65] 

Conclusion 

**For further information and more details on the rejections above, please 
refer to Ginter, et al. on col.l, line 47 - Et SEQ. 

Any inquiry concerning this communication or earlier communications 
from the examiner should be directed to LEYNNA T. HA whose telephone 
number is (703) 305-3853. The examiner can normally be reached on Monday 
- Thursday (7:00 - 5:00PM). 

If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor, Kim Vu can be reached on (703) 305-4393. The fax 
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phone number for the organization where this application or proceeding is 
assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from 
the Patent Application Information Retrieval (PAIR) system. Status information 
for published applications may be obtained from either Private PAIR or Public 
PAIR. Status information for unpublished applications is available through 
Private PAIR only. For more information about the PAIR system, see 
http://pair-direct.uspto.gov. Should you have questions on access to the 
Private PAIR system, contact the Electronic Business Center (EBC) at 866-217- 
9197 (toll-free). 

***TC 2100 will be moved to Carlyle in October 2004. At this time, any inquiry or 
communications should be directed to the examiner, LEYNNA HA, whose new 
telephone number is (571) 272-3851 and the new telephone number for TC 2100 
receptionist is 571-272-2100. 



LHa 
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